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Abstract: Data privacy protection and service environment trust have become important issues with the rapidly in-
creasing amount of data and computing power of services in current era of Mobile Internet. This paper studies the trusted
privacy service computing model for typical application scenarios of convolutional neural network. It explores data and
model computing methods supporting homomorphic encryption to protect data privacy, builds methods of service certificate
storage and calculating equity interests distribution based on blockchain and smart contract technology to ensure the open-
ness, transparency, credibility and traceability of service computing. A novel resource and data service paradigm of cloud
environment is explored for resource providers, model owners and users to promote the effective integration of resources
and develop sharing economy. Finally, the privacy protection method in the model is analyzed through experiments.
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1. function GenKey(m,n,k)

I

generate random positive integer numberr’
do

generate random large prime number x
while |m+2"r>x/2
SK «—x
generate random positive odd number g,

pk,=q,xSK

o ® N kW

put pk,into PK
10.  fori from O to 1 step 1
11. for j from O to k— 1 step 1

12. do

13. generate random positive integer number 7, ;
14. while r,;<r'

15. do

16. generate random integer number ¢, ;

17. while g, ;<0org,;>q,

18. pk; ;< r,;+SKxgq,;

19. put pk;; into PK

20. end for

21. end for

22. return SK,PK

23. end function
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1. function Encrypt(PK,m.k)

2. do

generate random positive integer number a
while a > k*

sum <« 0

3

4

5

6. forifromOtoa—1step ]
7 do

8 generate random positive integer number e,
9

generate random positive integer number e,
10. while e, >k ore,>k
11.  generate random positive integer number b
12. sum « sum + PK[0][e, J*PK[l][e, [*b
13.  end for
14.  generate random positive integer number r
15.  c¢=(m+2"xr+2"xsum)mod pk,
16. returnc

17. end function
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